KIK’S GUIDE FOR PARENTS

Kik is more than just a smartphone messenger. It’s the easiest way for your teen to
connect with their friends, stay in the loop and explore — all through chat. We know that
parents may have questions about our app and how it works before they give their
teens the OK to use Kik, and we’re here to help.

Our goal with this guide is to provide parents with information about our app, as well as
helpful hints to make sure you and your teen have the best possible experience on Kik.

To take full advantage of the helpful links in this guide, we recommend reading this on
your mobile device or computer.

Please Note: We’re always randomly selecting users to test drive our newest features. If
your teen’s Kik app looks different than how we’ve described it in this guide, it may be
because they’re a part of a feature test. If you have any questions, please don’t hesitate
to reach out to us at support@kik.com.
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What is Kik?

Kik is a smartphone messenger application that’s available for most iPhone (and iPod),
Android (including Kindle Fire), and Windows Phone devices. (Check out this FAQ for
more information about the phones we support.) Your teen may also be using Kik on
their Symbian-based or BlackBerry 4.6-7 phone, however, as of May, 2014, it’s no
longer possible to download or register new accounts on these devices.

Kik lets you send texts, pictures, GIFs, videos, sketches, and more — all within the app!
Kik uses your existing Wi-Fi connection or data plan to send and receive messages.

Group Chats

With the most recent version of Kik, your teen can join a group chat with up to 49 other
users. There are both private and public groups on Kik. Private groups aren’t
searchable on Kik and can be joined if a user scans the group Kik code or if they’re
added to the group by someone on their contact list. Public groups are searchable and
are identified by a hashtag, which is like a username for a group. Users can join public
groups by scanning the Kik code, being added by one of their contacts, or by searching
for and tapping the group hashtag.

Your teen will also be able to start their own groups and choose whether they are
private or public.

Kik Codes

Kik Codes are the fastest, easiest way to add friends and join groups on Kik. Your teen
will have a Kik Code that’s unique to them, and they can share this with their friends.
They’ll be able to scan their friend’s Kik Codes to add them on Kik, and scan group Kik
Codes to join group chats.

Video Chat

With the most recent version of Kik, your teen can video chat live with their friends in a
one-to-one chat, or with up to 6 friends at a time in a private group chat. They can join
or leave a Video Chat by switching the Video Chat toggle on or off. You can learn more
about our Video Chat feature in this FAQ.

Bots

Bots provide users with fun, engaging, and useful services, all through chat. Bots are
developed by our partners and can be found in our Bot Shop. The Kik Team also has a
bot account you can chat with: kik.me/kikteam.
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You'll know a bot account is official when you see a purple bolt to the bottom right of
the profile picture, like this:

kik-
o

Kik Team
kikteam

For your teen to start chatting with a bot, they’ll have to send a message to the account
first.

Kik-Optimized Webpages

Kik-Optimized webpages are mini mobile webpages that have been optimized for Kik.
These webpages let our users do more on Kik, like send sketches and viral videos, play
games, listen to music, and connect with other users.

You'll find everything you need to know about Kik on our website and our Help Center.

How old does my teen need to be to use Kik?

Teens between 13 and 18 years old need to have permission from their parent or legal
guardian before they create a Kik account and start using Kik. Your teen will be asked
to enter their birthday when they create their account. If the birthday entered is for
someone younger than 13, the account won’t be registered.

If you’re the parent or legal guardian of a teen that’s using Kik without your permission,
and you want to have your teen’s account deactivated, please check the “How can |
deactivate my teen’s account” section of this guide.

Children under the age of 13 are prohibited from having a Kik account, by the Kik
Terms of Service. If your child is under 13 and has created a Kik account, please submit
a deactivation inquiry to Kik by emailing support@kik.com. Please use the subject line
‘Parent Inquiry’ and include your child’s Kik username and age in your message.

If Kik obtains knowledge that a user is under the age of 13, we need to make sure we’re
taking steps to deactivate the account and delete the account data.

For more details on eligibility and age, you can check out our Terms of Service.
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Is Kik free to use? Does my teen need a data plan?

Kik is free to download and free to use. When you download or use Kik, data fees may
be charged by your Internet access or wireless provider.

TIPS

e To avoid fees that might be charged by your wireless provider, make sure Wi-Fi
is enabled on your teen’s smartphone.

e Find out how much data is covered by your teen’s data plan, and how much
your teen typically uses every month.

How are Kik accounts created?

After downloading and installing Kik from an authorized app store, users choose a
username, a display name (first and last name) and a password. They’re also required
to provide an email address and their birthday to create their account. Users also have
the option to enter their phone number.

People your teen chooses to chat with will be able to see their display name (the first
and last name they entered), username, and profile picture. They can't see your teen’s
email address, phone number, birthday, or location information.

TIPS

e Check out our ‘How do | get the Kik app?’ FAQ for a full list of authorized app
stores where you can get Kik.

o You might find Kik on other (unauthorized) app stores or on other
websites, but we don’t maintain those sites, and we don’t post Kik in
those other app stores. It’s always safest to download Kik right from the
authorized app stores listed in our FAQ.

e It’s really important for your teen to use a valid and accessible email address
when registering their account. This will help to make sure they’re able to
receive important emails from us (like a link to reset their password/deactivate
their account) when they need them. It’s also important because you’ll need
access to the email address that they used to create their account in case you’d
ever like us to permanently deactivate it for you.

e For more information about how to keep your teen’s Kik account private, check
out the ‘How can | manage who is able to talk to my teen on Kik?' section of this
guide.

e For details on what information we collect, and how it may be used, please see
our Privacy Policy.
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Should I use Kik with my teen?

Yes! Kik is for anyone over the age of 13, who uses a smartphone. It’s the smartphone
messenger that lets you connect with your friends and family, stay in the loop, and
explore — all through chat.

Kik also provides message status notifications, letting you know if your message has
been sent and delivered, when it has been read, and when the other person is typing.

How can | manage who is able to talk to my teen on Kik?

Kik has been designed to help users manage the messages they see, and we provide
lots of tools to help.

Passwords

As a parent or guardian, you can make permission for your teen to use Kik conditional
on your teen giving you access to their account on their device. This will give you the
ability to manage the messages your teen sees.

NOTE: As a security feature of Kik, you can only be logged into one Kik account on
your smartphone at any time. When you try to login to your teen's account on another
device, the app will reset on the first device your teen was signed into, and their chat
history will be cleared. If you want to see your teen's messages, you’ll need to have
access to their Kik from the device they're using it on.

We recommend that you and your teen agree on the password to be used for your
teen’s Kik account, so you can access it anytime.

The most secure passwords include:

Lowercase and capital letters

Letters, numbers and special characters

At least 6 characters

And aren’t being used on other accounts your teen has

The password on a Kik account can be changed from within the app by going to
Settings > Your Account, or by going to Kik's Password Reset Site in any web
browser and entering the email address used to register the account.

For more information on how to change a password, you can check our FAQ on the Kik
Help Center.
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Usernames

Unlike many other smartphone instant messengers, which are based on a user’s phone
number, Kik uses usernames to identify our users. Your teen’s unique username is their
identity on Kik.

If your teen hasn’t registered their Kik account yet, ask them to choose a username
that’s hard to guess. The best usernames include a combination of letters, numbers,
and periods, or underscores, and ideally shouldn’t be your teen’s first and last name.

By using a username instead of a phone number, your teen’s personal information (like
their phone number and email address) isn’t shared by Kik or visible to other users. In
addition, people that your teen chooses to share their username (or Kik Code) with
(either directly or by using your phone contacts to find friends - see below) are able to
contact them on Kik.

If your teen is an active user of other social apps or third party webpages, they might
choose to share their username or Kik Code on those sites to connect with their
followers there. Remind your teen that posting their username or Kik Code somewhere
like Twitter or Instagram, or within a third party webpage (like ‘Chat Now’), may make it
publicly available. This means that people they don’t know will be able to view their Kik
profile (display name and profile picture) and send messages to them.

New Chats

The ‘New Chats’ feature on iOS and Android devices puts messages from people your
teen hasn’t talked to before in a separate section, and provides the option to mute
notifications for those messages. If your teen doesn’t want to see inbound messages
from people they don’t know, they don’t have to. In one-on-one chats from new people,
any pictures or content messages they may have sent will be blurred, and a read
receipt won’t be sent until your teen chooses to chat with that user. Your teen can
block and report someone new right from the messages that have been sent to them.
You may want to review messages from new people with your teen, so you can decide
together which new users they want to talk with.

Here’s information about how the ‘New Chats’ feature works.
Use Phone Contacts

The Kik app includes an optional feature that users can turn on to help find their friends
on Kik. The feature works by checking for accounts in Kik that match an email address
or phone number stored in the user’s address book (on their smartphone). If we find a
match, we’ll notify both users with a Kik message.

Choosing not to turn on the optional feature will mean that only users who your teen
chooses to share their exact username or Kik Code with will be able to send messages
to them.

To disable this optional feature, follow the steps in this FAQ.
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Note: On older versions of Kik, and on Windows Phone, Symbian and BlackBerry
devices, this feature is called Address Book Matching.

Blocking Users

Kik’s ‘Block’ feature allows users to block all one-on-one chats with another user,
without revealing to the other user that they’ve been blocked.

This FAQ from the Kik Help Center explains how to block someone on Kik.

Blocking someone on your teen’s device means that messages from the blocked user
will be hidden, and all chats with this person will be deleted from your teen’s Kik app.
The blocked user’s name will no longer appear in your teen’s list of contacts on Kik.

Blocking in Groups

If someone your teen has blocked adds them to a group, or is in a group with them,
messages from them will appear as ***Blocked Message***. Blocked users won’t be
able to add your teen to groups.

There are some other things you can do to manage groups:

e Your teen has the option to report either a specific user within the group or the
entire group as a whole.

e Your teen can ask the Owner or Admin for the group to remove or ban an
unwanted user. To see the Owner or Admin for the group, tap the Info icon (it
looks like two overlapping circles) in the top-right corner of the chat. The Owner
will have a green badge beside their profile picture, and the Admin will have a
gold badge beside their profile picture. Tap the Owner or Admin's profile, and
then tap Start Chatting or Open Chat to send them a message.

e If your teen is the Owner or Admin of a group, they can ban the unwanted user
themselves. This FAQ from our Help Center explains how to ban someone from
a group.

e Your teen can leave a group chat at any time. Here's how.

e You can also mute notifications for a group. Muting notifications for the group
chat means that your teen can ignore the group, and they can still receive
notifications for the chats that are important to them. To mute a group chat just
follow the steps outlined in this FAQ.

Mute or Leave Video Chat
If someone has said something inappropriate to your teen through Video Chat, your

teen can mute the user or leave the Video Chat. This FAQ explains more about Video
Chat and how to mute users or leave the Video Chat.
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Can | see messages my teen has sent or received?

If you have access to your teen’s smartphone or iPod, you’ll be able to view up to the
last 1000 messages for each chat (depending on how old the chat is and which version
of the app is being used.) There isn’t a way to view your teen’s messages on another
supported smartphone but you may be able to see who they were chatting with last.

If you login to your teen’s account after they've logged out, or if you login on a new
device, you'll still be able to see all the chats your teen had in their conversation list
before they logged out. It's important to note however, that all your teen's messages
will be cleared from those chats.

If you see "Nothing Yet" as the message preview to a chat in your teen's conversation
list, it means that there are no messages between your teen and their friend in the chat.
Once your teen starts chatting with a friend the "Nothing Yet" preview will disappear.

Using Kik is similar to making a phone call - we may have a record of messages being
sent and received, but we never see or save the text of the messages between our
users so we’re not able to provide parents with access to their teen’s messages.

If you’d like to monitor the messages your teen sends and receives through Kik, it’s
best to ask your teen not to delete chats, and to provide you with access to their
device.

TIPS

e [f your teen is using the latest version of Kik, they’ll be able to delete individual
messages and entire chats.

e Check out the “Is it possible to save Kik messages?” section of this guide for
more details about available message history.

Is it possible to save Kik messages?

Recent messages for each Kik chat are saved on your teen’s smartphone (right in the
app).

On your teen’s iPod or iPhone with the latest version of Kik:
e For chats they've had in the last 48 hours, you'll see the last 1000 messages.
e For older chats, you'll see the last 500 messages.

On your teen’s Android with the latest version of Kik:

e For chats they've had in the last 48 hours, you'll see the last 600 messages.
e For older chats, you'll see the last 200 messages.

If your teen is using an earlier version of Kik, or using the app on a Windows Phone,
Symbian, or BlackBerry device, you’ll be able to see the last 100 messages for each
chat.
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Although the option to save chats or individual messages isn’t part of the Kik app, it
may be possible for users to use built-in features of their smartphone operating
systems to take a picture of parts of the chat and save it. This is called taking a
‘screenshot’ or ‘screen-capture’. It’s also possible to use a second device to take a
picture of a chat as it appears on the screen.

Users may also be able to save pictures and videos that they receive via the Kik app to
the gallery on their device.

What can | do if my teen has received an unwanted or inappropriate
message?

We understand that our Kik users need to feel safe and respected when they use our
services and we take the safety of our users very seriously. Unfortunately, inappropriate
behavior is a risk with any kind of communication platform. We’ve designed Kik to help
users manage the messages they see, and we provide tools to help. Here are some
steps you can take:

What you can do immediately:

The first thing you can do is ask your teen not to respond. Users who send these
messages will quickly get bored once they realize that they won’t receive a response.

Block the User

Kik’s ‘Block’ feature allows users to block all one-to-one chats with another user,
without revealing to the other user that they’ve been blocked.

If your teen received the message from someone they’ve talked to before, you can
block the unwanted user by following these steps:

From the chat with the person your teen wants to block:
1. Tap the Profile icon in the top right corner
2. Tap the More icon
3. Tap Block ‘Name’
4. Tap Block

On iPhone or iPod you can also:
1. Tap Settings

Select Privacy

Select Block List

Tap +

Select the person you want to block

Tap Block to confirm

ok

Blocking someone on your teen’s device means that messages from the blocked user
will be hidden. The blocked user’s account will no longer appear in your teen’s list of
contacts on Kik.
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If your teen received the message from someone new, and is using the latest version of
Kik on their iPhone, iPod, or Android, you can block them right from the chat. Tap the
red Ignore button, then Block.

Blocking in Groups

If your teen is in a group with someone they’ve blocked, messages from that user will
appear as ***Blocked Message™**. Blocked users can’t add your teen to a group chat.

For more information on blocking in groups, refer to page 8.
Mute User or Leave Video Chat

If someone has said something inappropriate to your teen via Video Chat, you can:
1. Mute the inappropriate user by tapping on the person’s Video Chat bubble
2. Leave the Video Chat by switching the Video Chat Toggle off

For more information about Video Chat, check out this FAQ.
Reporting the User

If your teen has received unwanted messages from a user, you have the option to
‘Report’ the user sending these messages. When you report a user within the Kik app,
you have the option to include your teen’s chat history. You can report a user by
following these steps:

With messages from the person in the chat:
1. Inthe chat, tap their profile picture
Without messages from the person in the chat:
1. In the chat, tap the Display Name > at the top of the chat
2. Tap the three vertical dots icon in the top right corner of the Info screen
Then:
1. Tap Report User
2. Choose from the following:
a. |don’t want to talk to them
b. This is a spam bot
c. This person is being abusive.
3. If you want to include the chat history in your Report, check off the option to
include it.
4. Tap Report and Block

| don’t want to talk to them: you would report a user for this in instances where your
teen is receiving unsolicited or unwanted messages from the user.

This is a spam bot: you would report a user for this in instances where your teen is
being contacted by a spam bot.
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This person is being abusive: you would report a user for this in instances where your
teen is receiving abusive or harassing messages from the user.

Once you report the user you’ll have the option to keep or remove the chat from your
teen’s conversation list. If you choose to keep the chat, this will automatically block the
user from your teen’s Kik account but save the chat history with them in your teen’s
conversation list. If you choose to remove the chat, this will automatically block the user
from your teen’s Kik account and remove their chat history with them.

NOTE: When you report with your teen’s chat history, it doesn't send us a copy of any
of your teen’s other chats, and it doesn't give us access to their account. Your teen’s
reported chat history is stored only for us to investigate the report and take action we
believe is appropriate (in some cases, this may include reporting matters to law
enforcement agencies).

Reporting in Groups

If your teen has received unwanted messages in a group, they have the option to
‘Report’ either: specific users within the group or the group as a whole. Similar to
reporting a user in a one-to-one chat, you’ll also have the option to include the group’s
chat history.

Your teen can report a specific user within a group by following these steps:
1. In the group chat, tap the profile picture of the user sending these unwanted
messages
2. Tap Report
3. Choose from the following:
a. | don’t want to be in this group
b. They’re spamming this group
c. They’re using this group for abuse
4. You can check off/on the option to include the chat history in your report
5. Tap Report and Block

Your teen can report the entire group by following these steps:
1. In the group chat, tap the Group Name at the top of the chat
2. Tap the three vertical dots icon in the top right corner of the Info screen
3. Tap Report Group
4. Choose from the following:
a. | don’t want to be in this group
b. This group is offensive
c. This group is being used for abuse
5. You can check off/on the option to include the chat history in your report
6. Tap Report

| don’t want to be in this group: you would report a group for this in instances where
your teen no longer wants to be part of a group.

This group is offensive: you would report a group for this in instances where the group
members are being offensive (i.e racist, sexist, cyber bullying, homophobia, etc).
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This group is being used for abuse: you would report a group for this in instances where
it’s being used to harm other group members, or is distributing inappropriate content.

NOTE: When your teen reports a user in a group they will automatically be blocked, but
will remain in the group with your teen. Any messages from that user will appear as
***Blocked Message***. When your teen reports the entire group, they won’t be
removed from the group. They can choose to leave the group by going into the Group
Info screen and selecting ‘Leave Group’. Blocked users can’t add your teen to a group
chat.

What you can do to help us address the situation:

If you believe the message your teen has received is illegal, please contact your local
law enforcement agency and report the inappropriate incident, if you haven’t already
done so.

If the messages have been deleted from your teen’s device, our team isn’t able to
retrieve a copy of them for you. However, we may have some other account information
that could help a law enforcement agency to investigate further, and we have resources
and processes available to help.

You can direct the investigating officer to our Law Enforcement Guide, which is
available on our Help Center. Our guide has some information on how they can get in
touch with our Trust and Safety team, as well as how we can work with them
throughout their investigation. Kik will work with law enforcement where appropriate
and to the extent required by law to ensure the safety of all our Kik users.

If you believe the message your teen has received violates our Acceptable Use Policy
(which you can find in section 5. of our Terms of Service), you can report the user to our
Support team by going to our Help Center and sending us a message through the form
provided. You can also email us at support@kik.com.

What can | do if my teen has been sending inappropriate messages?

It’s the responsibility of parents and guardians to make sure their teens comply with our
Acceptable Use Policy (which you can find in section 5. of our Terms of Service), as well
as the applicable laws. Teens should be aware that sending or receiving sexually
explicit images of a minor (even if they are self-portraits and even if they are sent to
and/or from another minor) is illegal in Canada, the US, and many other countries. Ask
them to delete any images they may have saved, and inform the others involved about
the serious criminal consequences of possessing or distributing sexually explicit images
of a minor.

If you feel it’s appropriate or necessary, you can refer to the “How can | deactivate my
teen’s account?” section of this guide.
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You can also contact your local law enforcement. If they need to contact Kik, you can
direct them to Kik’s Guide for Law Enforcement for information on how our Trust and
Safety team can work with them to help address the situation.

What can | do if my teen is being impersonated?

Kik takes reports of impersonation very seriously. When our team is notified that an
account is using another individual’s picture or personal information on the account
profile, we’ll investigate further. Depending on the outcome of our investigation, we may
remove the picture or permanently deactivate the account.

What you can do immediately:
Start by asking the person to remove your teen’s details from their account.
What you can do to help us address the situation:

You can report a case of impersonation by submitting a support ticket to our team here.
It's important to put “Impersonation Report” when you fill out the “Your Question” field
to ensure quick processing of your report.

To help us investigate reports of impersonation on Kik, we’ll need the valid Kik
usernames of the accounts involved. You can find the username on the account profile,
right below the display name. Check out this FAQ for help finding a profile on Kik.

We’ll also need a picture of a piece of photo identification of the person that is being
impersonated (i.e. your teen). This could be: a student ID, driver’s license, passport, bus
pass, etc. We only need to see the picture and name on the ID to help confirm that the
photo and name is similar enough to the photo and name on the account profile. Please
make sure to cover all other personal details shown on the ID (such as an address,
school name, etc.).

How can | deactivate my teen’s account?

Deactivating your teen’s account means it will no longer be searchable within Kik, and
the account will be deleted from the Kik contacts lists of all the people your teen has
talked to.

To deactivate your teen’s Kik account, you’ll need access to the email address
registered to their account and the email address that they originally used to register
their Kik account. Information on how to deactivate your teen's account is

available here.

If you would like help deactivating your teen’s Kik account, you can submit a
deactivation inquiry to Kik by emailing support@kik.com with the subject line ‘Parent
Inquiry’. In your request, please include your teen's Kik username and their age.
(Information about how to find your teen's Kik username can be found here.)
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How can | prevent my teen from using Kik?

With access to your teen’s iPod, iPhone or Android device, you can uninstall Kik and
use the device’s built-in parental control settings to restrict the ability to install
applications. On iPod and iPhone, these are called restrictions, and on Android, these

are called filters.

There are a few parental control and nanny apps available that you can use to monitor
all activity on your teen's phone. There isn't one specific app we recommend as

availability varies depending on the device you're using. Check out what’s available in
your app store; it's a good idea to check out the app's reviews from other parents too.

For more information about enabling restrictions on iPod and iPhone, see this article

from the Apple support center.

For more information about enabling filters on Android, check out this article from the

Google Play help center.

Passwords

You can also limit your teen’s ability to access Kik by managing their password for their
Kik account. For more information on how to change the password on your teen’s Kik
account, you can check out this FAQ on our Help Center.

Helpful Resources

Kik’s Website

Kik’'s Help Center

Kik’'s Safety Center

Kik’s Password Reset Website
Kik’s Deactivation Website
Kik’s Community Standards
Kik’s Terms of Service

Kik’s Privacy Policy

Kik’s Law Enforcement Resource Center
Family Online Safety Institute
A Platform for Good
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http://kik.com
http://help.kik.com

http://www.kik.com/safety-center/
http://ws.kik.com/p
http://ws.kik.com/deactivate
http://kik.com/standards
http://kik.com/terms
http://kik.com/privacy
http://kik.com/lawenforcement
https://fosi.org
http://aplatformforgood.org
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